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shibboleth: n.
a custom, principle, or belief

distinguishing a particular class or
group of people
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http://en.Wikipedia.org/wiki/List_of_shibboleths#Dutch.E2.0.9-SGerman



http://en.wikipedia.org/wiki/List_of_shibboleths#Dutch.E2.80.93German

History of Shibboleth

(the technology)



1993

« SGML Open group formed
e Mission:

promote interoperability among SGML products



1993

« XML euphoria, SGML popularity withering
« SGML Open becomes

Organization for the Advancement of
Structured Information Standards (OASIS)



Heard of these OASIS
standards”

 AMQP (Advanced Message Queueing Protocol)

e DocBook

 ODF (Open Document Format)

 SAML (Security Assertion Markup Language)



Shibboleth is:

An implementation of SAML

Federated single signon and
attribute exchange

Open source, Apache license

https://shibboleth.net



https://shibboleth.net

Concepts

ldentity Provider

(authentication happens here)



Concepts

IOWA STATE UNIVERSITY
Single Sign - On for the Web

ldentity Provider



Concepts

Service Provider |dentity Provider



Concepts

Service Provider |[dentity Provider



Concepts

Service Provider |[dentity Provider



e Your webserver IS the Service Provider



Setting up a Service Provider

* Prerequisites
 Packages
» Configuration

e [esting



Prerequisites

e Resolvable DNS name

e SSL certificate

+ hitpd 2.2 (RHELSG) or 2.4 (RHEL7)



Packages

Shibboleth yum repositories:

http://download.opensuse.org/repositories/security://shibboleth/

Last modified

Parent Directory

o CentOS 5/ 02-Dec-2013
4 Cent0S 7/ 12-Aug-2014
” CentOS Cent0S-6/ 02-Dec-2013
” RHEL 5/ 02-Dec-2013
~ RHEL 6/ 02-Dec-2013

" SLE 10/ 02-Dec-2013




# curl http://download.opensuse.org/repositories/security://
shibboleth/RHEL_6/security:shibboleth.repo >\
/etc/yum.repos.d/shibboleth.repo

# yum install shibboleth




Installing:

shibboleth x86_64 2.5.3-1.1.elb6 security_shibboleth 1.3 M
Installing for dependencies:

libcurl-openssl x86_64 7.33.0-1.1.elb6 security_shibboleth 190 k
liblog4shibl x86_64 1.0.8-1.1.el6 security_shibboleth 69 k
libsaml8 x86_64 2.5.3-1.1.el6 security_shibboleth 965 k
libxerces-c-3_1 x86_064 3.1.1-2.4.elb security_shibboleth 878 k
libxml-security-cl7 x86_64 1.7.2-2.1.el6 security_shibboleth 274 k
libxmltoolingb x86_64 1.5.3-1.1.el6 security_shibboleth 687 k
opensaml-schemas x86_64 2.5.3-1.1.elb6 security_shibboleth 30 k
unix0DBC x86_64 2.2.14-14.el6 rhel-x86_64-server-6 378 k
xmltooling-schemas x86_64 1.5.3-1.1.el6 security_shibboleth 12 k

Transaction Summary

Install 10 Package(s)

Total download size: 4.7 M



# rpm -ql shibboleth
/etc/httpd/conf.d/shib.conf
/etc/rc.d/init.d/shibd
/etc/shibboleth
/etc/sysconfig/shibd
/usr/bin/mdquery
/usr/bin/resolvertest
/usr/11bo64/11bshibsp-1ite.so0.6
/usr/1ib64/1ibshibsp-1ite.s0.6.0.3
/usr/11bo64/11bshibsp.so.6
/usr/11b64/11bshibsp.s0.6.0.3
/usr/11b64/shibboleth
/usr/11b64/shibboleth/adfs-1ite.so
/usr/11b64/shibboleth/adfs.so

/usr/1ibo4/shibboleth/mod_shib_22.so
/usr/1ibo4/shibboleth/odbc-store.so
/usr/11b64/shibboleth/plugins-lite.so

/usr/11b64/shibboleth/plugins.so
/usr/sbin/shibd
/usr/share/doc/shibboleth-2.5.3
/usr/share/shibboleth
/usr/share/shibboleth/main.css
/usr/share/xml/shibboleth
/var/cache/shibboleth
/var/log/shibboleth
/var/run/shibboleth

What's in this shibboleth
package anyway?



# rpm -ql shibboleth
/etc/httpd/conf.d/shib.conf

/etc/rc.d/init.d/shibd
/etc/shibboleth .
/etc/sysconfig/shibd Apache mod_shib_2x

/usr/bin/mdquery - -
/usr/bin/resolvertest and COnflgurathﬂ
/usr/11bo64/11bshibsp-1ite.so0.6
/usr/1ib64/1ibshibsp-1ite.s0.6.0.3
/usr/11bo64/11bshibsp.so.6
/usr/11b64/11bshibsp.s0.6.0.3
/usr/11b64/shibboleth
/usr/11ib64/shibboleth/adfs-11ite.so
/usr/11b64/shibboleth/adfs.so
/usr/11b64/shibboleth/mod_shib_22.so
/usr/11b64/shibboleth/odbc-store.so
/usr/11b64/shibboleth/plugins-lite.so
/usr/11b64/shibboleth/plugins.so
/usr/sbin/shibd
/usr/share/doc/shibboleth-2.5.3
/usr/share/shibboleth
/usr/share/shibboleth/main.css
/usr/share/xml/shibboleth
/var/cache/shibboleth
/var/log/shibboleth
/var/run/shibboleth



# rpm -ql shibboleth
/etc/httpd/conf.d/shib.conf

/etc/rc.d/init.d/shibd

retc/shibboleth \ shibd startup,
/etc/sysconfig/shibd — ——— . .
/usr/bin/mdquery user and library pointers
/usr/bin/resolvertest ;
/usr/11bo64/11bshibsp-1ite.so0.6 and blnary
/usr/1ib64/1ibshibsp-1ite.s0.6.0.3
/usr/11bo64/11bshibsp.so.6
/usr/11b64/11ibshibsp.s0.6.0.3
/usr/11b64/shibboleth
/usr/11ib64/shibboleth/adfs-11t
/usr/11b64/shibboleth/adfs.s
/usr/11b64/shibboleth/mod
/usr/11b64/shibboleth/
/usr/11bo64/shibbole
/usr/11b64/shibb
/usr/sbin/shibd
/usr/share/doc/shibboleth-2.5.3
/usr/share/shibboleth
/usr/share/shibboleth/main.css
/usr/share/xml/shibboleth
/var/cache/shibboleth
/var/log/shibboleth
/var/run/shibboleth

1b_22.s0
c-store.so
plugins-lite.so
h/plugins.so



# rpm -ql shibboleth
/etc/httpd/conf.d/shib.conf
/etc/rc.d/init.d/shibd
/etc/shibboleth M
/etc/sysconfig/shibd
/usr/bin/mdquery
/usr/bin/resolvertest
/usr/11bo64/11bshibsp-1ite.so0.6
/usr/1ib64/1ibshibsp-1ite.s0.6.0.3
/usr/11bo64/11bshibsp.so.6
/usr/11b64/11bshibsp.s0.6.0.3
/usr/11b64/shibboleth
/usr/11ib64/shibboleth/adfs-11ite.so
/usr/11b64/shibboleth/adfs.so
/usr/11b64/shibboleth/mod_shib_22.so
/usr/11b64/shibboleth/odbc-store.so
/usr/11b64/shibboleth/plugins-lite.so
/usr/11b64/shibboleth/plugins.so
/usr/sbin/shibd
/usr/share/doc/shibboleth-2.5.3
/usr/share/shibboleth
/usr/share/shibboleth/main.css
/usr/share/xml/shibboleth
/var/cache/shibboleth
/var/log/shibboleth
/var/run/shibboleth

/etc/shibboleth
configuration
directory



Configuration
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JOWA STATE UNIVERSITY

Account Services on the Web

ASW

Most Used

Change Password IOWA

Change Mail Delivery
Manage List Members

- ASW > Request

STATE U

Account Services on the Web

Certificate (SSL, Code Signing,

Manage Net-ID (password, email settings, etc.) | Domain Name Service (DNS

Manage Lists NetReg

Manage File Systems Printers (Papercut)

Manage Grants (of disk quota and printing funds) Red Hat Network (RHN)
Virtual Private Network (VP!
Virtual Machines (VM)

IT Administration

Web Single Sign-On

Campus IT Staff Administrative Functior
Manage Sponsored Net-IDs
Manage Funding Sources
Request for Services




IOWA STATE UNIVERSITY

Account Services on the Web
ASW > Admin > Shibboleth

Administer Service Providers

il To_pl Logout | @




IOWA STATE UNIVERSITY

Account Services on the Web
ASW > Admin > Shibboleth > SP

Shibboleth Service Providers

This page allows you to register (or update) a (Web-based) Service Provider
with the campus Web Single-Sign-On/Federation service ("Shibboleth").

Registering a Service Provider will construct the keys and configuration for both the campus
Ildentity Provider and your Service Provider (which will be provided as a file download).

Refer to the Primeru and Glossary‘) for help in getting started.
Still have questions 78Ask <shibboleth@jiastate.edu>.

Instructions!

Register a New SP Register New SP




Webserver with no virtual host (URL is DNS name of box)

—Register a New SP

Department: entomoLoGY o

(which department owns this service)

E-mail Contact: jyanayk @iastate.edu

(goes in the metadata)

EntitylD: https:// ent 14 .iastate.edu/ www /sp

(an immutable unique name for this service, looks like a url, but isn't one)

Service Endpoint: https:// www . ent 1) .iastate.edu

(the URL people use to reach your service)

Web Server: ww . ent i .iastate.edu

(the machine your service runs on, will likely match service endpoint or be a virtual hosting server)

Scope: Local (ISU only) 52
(who can authenticate to your service)
Disabled: no |9

(temporarily disable access to your service?)

Actions:  pegister |

(and download configuration information)




Virtual host foo.ent.iastate.edu on server www.ent.iastate.edu

—Register a New SP

Department: entomoLoGy o

/

(which department owns this service)

E-mail Contact: jyanayk @iastate.edu

(goes in the metadata)

EntitylD: https:/ ent I .iastate.edu/ foo /sp

(an immutable unique name for this service, lIooks like a url, but isn't one)

Service Endpoint: https:/ foo . ent i .iastate.edu

(the URL people use to reach your service)

Web Server: yww . ent \4 .iastate.edu

(the machine your service runs on, will likely match service endpoint or be a virtual hosting server)

Scope: Local (ISU only) X

(who can authenticate to your service)

Disabled: no T

(temporarily disable access to your service?)

(and download configuration information)



http://foo.ent.iastate.edu
http://www.ent.iastate.edu

httpd.conf

AllowOverride All

htdocs

/var/www/html/www.ent.iastate.edu/secretplace

htaccess
/ test.html

AuthType shibboleth
ShibReqguestSetting requireSession 1
Require shibboleth
ShibRedirectToSSL 443




Browser requests test.html

GET /secretplace/test.html

Service Provider



Browser requests test.ntml

GET /secretplace/test.html

A —
Whoa! That's

protected!

This is a job for...
mod_shib!

Service Provider



Browser requests test.nhtml

GET /secretplace/test.html

Whoa! That's
protected!

This is a job for...
mod_shib!

mod_shib here! If

SELinux lets me ['ll

have shibd do my
bidding

Service Provider



Service Provider redirects
to ldentity Provider
with SAML Request

in Query String

HTTP/1.1 302 Found

Location: https://shibboleth.iastate.edu/idp/profile/SAML2/Redirect/SSO?
SAMLRequest=fZLLRbolwFIZfthfReioOKa4SE6cVM3CVCdArGbpcBxNIGW9RTdA3n40Gt0uvO5%
Fvr9 2BOkDrfDe1Qn56CEINFNcCJUXIIGKBUC57Gz2vOXI

%2 VYFs5cFvG7XlamsbZFT2hrYSzgwF5R1pUArLLhQd|StZJ7rGn
zllm 1KJI%2FoKwmv % 2BFiPLtu

%2 XFWy5B8zPzJLnjlgOkR

%2 3scQO1ipngtsSJg3no48NmKzzGN8POXMfydOct78UapSgs
%2 t1AdIND%2FK5qdic6P%2FPIZcndPolua

%2 rZadrWiw4cV3rw8JAPxySMaHRMPL3OKJf&RelayState=ss
%3 f9a6fa88e031ece94c79c0bac7e081311b352¢c571313000fd40

Service Provider



|dentity Provider
does Authentication

_""0"'{'&” :'y' TF '-u-‘\'{ IVERSITY
Single Sign-On for the Web

Service Provider |dentity Provider



|dentity Provider
Sends Browser Back to
Service Provider

Here s some JS

Service Provider |dentity Provider



Browser POSTS SAML
to Service Provider

POST /Shibboleth.sso/SAML2/POST

v

Content of POST contains
user attributes

Service Provider



Browser POSTS SAML
to Service Provider

POST /Shibboleth.sso/SAML2/POST

v

Content of POST contains
user attributes

Signed with IdP's private key

Encrypted to SP's public cert

Service Provider



Service Provider
Redirects to Original URL

_REMEMBERTHAT
URL Yll WAHTEII”

'; "\7 ) o
\ //,, {

D \ ‘ ‘\e.
. ,\ (
>~ 7\
&
\
\

302 Found
Location: /secretplace/test.html

\
\

} \

/
Service Provider BEMEMBEHS

.4!



Browser requests test.ntml

GET /secretplace/test.html

Hey, you've got a
session cookie!l Here's
your page. And shibd

told me to send along a
bunch of attributes.

Service Provider



ot 1t?

Because we are going deeper.



What about Luggage ISU?

How does it integrate with Shibboleth??

<[> § & a @

www.biology-it.iastate.edu/luggage_doc

oc ; M |
CyMail A Outlook  Blackboard \ AccessPlus

ABCDEFGHIJKLMNOPQRSTUVWXYZ| Directory  Maps | Contact Us
IOWA STATE UNIVERSITY
Biology Information Technology (BIT)

Luggage Documentation

Guides News Github Resources

st ot & lawn

“The Luggage Platform is flexible enough to work for different

departments or programs, simple enough for faculty and staff to quickly
figure out, and powerful enough to meet the ever growing requirements
of webpages such as being mobile ready.” - Daren Mueller

Yard and Garden: Mamtanmung Tour Twu e 9

2 View Daren’s Luggage site!
wilda - ,

Search

About Luggage .




Browser requests login

GET /login

Service Provider



Luggage redirects login
to shibboleth/pc

302 Found
Location: /shibboleth/pc

Service Provider



shibboleth directory has
htaccess file

GET /shibboleth/pc

A —
Whoa! That's

protected!

This is a job for...
mod_shib!

Service Provider



| ots of Redirects and
SAML



Service Provider
Redirects to Original URL

_REMEMBERTHAT
URL Yllll WAHTEII"

302 Found
Location: /shibboleth/pc

\
\

Service Provider



shibboleth/pc is a virtual path
that maps to a callback In
Luggage isushib module

GET /shibboleth/pc

Service Provider



| uggage

Verifies that browser has shibboleth session
Creates user account (if on ACL)

Populates any fields from shibboleth attributes
Logs In user

Creates "people” profile

Populates profile from shibboleth attributes



Thank You

e Jason White, ITS

» https://shib.ncsu.edu/docs/shiblogindetails.html



https://shib.ncsu.edu/docs/shiblogindetails.html

